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Message Text 



CONFIDENTIAL 

PAGE 01 BONN 08947 221633 Z 

45 

ACTION OC-06 

INFO OCT-01 SY-10 CCO-OO ADP-00 /017 W 

026360 

P 221618 Z JUN 73 

FM AMEMBASSY BONN 

TO SECSTATE WASHDC PRIORITY 5858 

CONFIDENTIAL BONN 08947 

E. O. 11652: GDS 
TAGS: ACOM 

SUBJECT: COMSEC VIOLATION 
REF: STATE 120303 

1. REGARDING USE OF DECIPHER TAPE SYSTEM ZJDJW, SEGMENTS 
001-008, MESSAGE ( BONN 8609) WAS TRANSMITTED AFTER 
HAVING BEEN ENCRYPTED TO BREMEN, DUESSELDORF, HAMBURG 
AND STUTTGART, UNDER BONN RELAY 0220 R P Z 

JUNE 73. THE CIRCUIT USED FROM BAX WAS NOT CRYPTO- 
SECURED. MESSAGE WAS SUBSEQUENTLY RE- SENT USING CORRECT 
SYSTEM. 

2. FS-507 BEING PREPARED AND WILL BE FORWARDED TO 
DEPARTMENT SOONEST. 

HILT .F.NBR AND 



CONFIDENTIAL 
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*** Current Handling Restrictions *** n/a 
*** Current Classification *** CONFIDENTIAL 
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Message Attributes 



Automatic Decaptioning: X 
Capture Date: 01 JAN 1994 
Channel Indicators: n/a 
Current Classification: UNCLASSIFIED 
Concepts: 

Control Number: n/a 
Copy: SINGLE 
Draft Date: 22 JUN 1973 
Decaption Date: 01 JAN 1960 
Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: boyleja 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1973BONN08947 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: GDS 

Errors: n/a 

Film Number: n/a 

From: BONN 

Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1973/newtext/t19730628/aaaajmoa.tel 

Line Count: 47 
Locator: TEXT ON-LINE 
Office: ACTION OC 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 1 

Previous Channel Indicators: 

Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
Reference: 73 STATE 120303 
Review Action: RELEASED, APPROVED 
Review Authority: boyleja 
Review Comment: n/a 
Review Content Flags: 

Review Date: 13 SEP 2001 
Review Event: 

Review Exemptions: n/a 

Review History: WITHDRAWN <01 -Aug-2001 by shawdg, 3.4.X4>; RELEASED <13-Sep-2001 by boyleja>; APPROVED <14-Sep-2001 by boyleja> 

Review Markings: 

Declassified/Released 
US Department of State 
EO Systematic Review 
30 JUN 2005 



Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 

Status: <DBA CORRECTED> jms 980224 
Subject: COMSEC VIOLATION 
TAGS: ACOM, n/a 
To: OC 

SECSTATE WASHDC 
Type: TE 
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